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29 Novenmber 1960

MEMORANIUM FOR: Inspector General

GUBEOT . : Headquarters Courier System--An Abbreviated Report

REFERENCES : (a) An Office of Becurity &moy of the xndquarurs
‘ Courier Bystem, dated 9 February 1960

" (b) Memorandum from Inspector General to undersigned,
dated 15 February 1960, Subject: Special In-
. vestigation of the Agency Courier System

1. Inotroduction

a. This report supploments reference (a) to the extemt that

there is general sgreement with the gbservations, findings, and racom-~

.mendations contained in that survey.

" b. Reference (&) states that the purpose of the survey is to
present an up-to-date sacurity evaluation of the Courier System operat-
ing out of headquarters facilities. The roport took nearly a year to
complete and exposes with exhaustive thoroughness weeknessaes in
practices and procedures affecting the Courier System, and offers solu-
tions for their correction. No attempt was made to delve into the
loyalty &nd character of individual couriers per se.

¢c. Abbreviated, for convenience, in parsgraph 2 below are
the more. Amportant ﬁndings aud recommendations contained in Reference

(a). * Additional recommendstions in" paragreph 3 are based on my invosti-
gation and are directed toward the -olutions .of specific problems posod
in reference (b).

~2. Hndiugs md-kcmnda;tions ‘ -

. The. suthority to provide the Agency vith m.u_

and uourier m::. rests officially with the Dsuuggr -0ff1de of |

rt MGinx in sive from a singla -
ot to the. official Mall and Cou

Oenter, Office of

c Truning
‘ Inﬁegmtion Diviuion, DD/P
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Office of Treining

Office of Personnsl

Cuble Secretarist

Technical Bervices Division, PD/P

Office of Beawrity *

Office of Central Reference
Photographic Intelligence Center, DD/I .

Development Projects Division, DD/P

Recommendation: That the Management Bbatt eonduct s study o:r '
the various courier systems at headquarters with & view of reducing
diplication. (Note: By mamorantum dated 12 March 1960, the /s mma
" instructions to the Chief, Management Staff, to proceed with such &
study under the rollawing terms of refercnce:)

..to conduct a study of the hsea.dqtmrters Courier Byntens fax
the wrpose of eliminating any umnecessary duplication or over-
lapping of separate systems, recommending at the same time any
improvements or economies in services, methods, and controls which
may soem to you desirable. The detailed information gathered by
the Office of ﬂm‘:urity is availsble to your staff.”

Findi "b”:. There is lack of uniformity in the use of Oouri.ar
and Document ﬁcaipts in the handling of official mail end classifisa
mmmﬂ. L 4

Recommendstion: That the Office of Security conduct a survey “s
of the A@ncy'a yroosduree for classified-document control to insure
propexr compliance with Emcutiw Order 10501 a.nn pertimnt Agency rcgula.-
tiom.

1] 1:1 2,
ALdh s -kt

Co %%95 1n; . Fatlure of indi'ridul.ls to proparly addrens cmm-
fied nmail lnyatra.nsmiasion andleadatocomomﬂ.ae. o

_ : 'Recommendation: Mml&mcyﬂandbook}nmd and pub- e H;FTI'
11shed tist would Gonsolidate all official direstives on the subject, . ' -%
and make it easier for clerical help to follmr Mmctions by uttim;
forth enn,plen and 111nstntiona .

E "a": Couriers fail to properly ntity tmm:ms 1"
recipients “Gollacting classifiad mtoria.'lb
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"e": Courlers'failure to request proper identification
of the recipient of clsssified mterial. -

~ Recommendation: Instruct all couriers to: (1) Delim clunsi-
fied material tg the addressee or authorirzed-named representative only. 7
(2) Request proper idéntification from all recipiemts prior to delivery. .
of classified material.. (3) Unm- o cimmmmu deliver olassified. ..

- "ék} . T
nng_ng 4"r": Inadequate m;puvhim ut wm-a' abmou

. Recommendationt Provide oourur-h'hmwithatdpnnifmm‘
lin:llar to report times of arrival and departure at all tac:u.:l.tiu
visited Raquinsupervinorstotmdnlyrv&d_ingsofspoodomter
nilnagnaaacheckagainstthntripmubﬂ. -

% mmreorthetmcytoemipmvmmrs
vith ade ties for the proper safeguarding of classified i
materials uhile in transit creates umecessary security hgmd.a : L

» Recomendation: ¥hen cmrizr escort 1s not providsd, all '
mhicles used by couriers will be equipped with a fireproof safe for 1
. storags of classified material while in transit. Wherever feasibls, .
& two-way radio telephone should be installed in courier vehicles. :

Finding "W": Failure to requalify couriers in the use of fire-

Recommmdation: Individuals so l.ffoetod to be reported to the
Otnca of Becurity for srms raqun.uﬁoation withm:t dehy

- Mis Yonis Lons: (1)Mnmmtntina ﬁ'al SR
tho Office stics, ce of Personpel, and Office of Security. N
mttocomidamandadoptbebtervmmlwmtomvmtthah-

proper treansmisgion of classified material that somstimes occurs vhem oo
w:tmahpsmlostorbeemdebuchndmmnglstmdnﬂor o
- package. ()Mbulkdelimie-mMpmchuRIpouchn,m ;
recipient usually signs the Oourier Receipt without inventory of ths, -
contents. !bprorj.hbcttcrdoamntoontrol, 11% is Mdthst

- . manifest-type Teceipt. be ‘Trepared for the of KT peg
~«mwmmnmmmmymnmmﬁtmd&uﬁww

g o e ThE exutonu o:t dn;pliuu “oourier system
_ Agancy mkes mipervision and comtrol of,A.aancy oiers diffionlt and

_ »4ntroduces unnecessary risk to. the seourity of ;the i Age: - opere o
S )hltd,plz oom'ier mtm n'y conducin to undcto' ‘ mdividxul secur!Lty

LI T
o i @y gmrne
it .

T3 A_',

£
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Lo Sonlribut f L GUIMOLITCIRILY A opraUites aod stoe 4o s

SEep.ats sbalting problume; arce wasteilul of m:mp\,w_:t and tranonstat

and maks monitorizg of ourler Opezr&tio*'u dif‘!icult.

K

b. A total of 109 cowrier positions a.ppea;r on the T/0 of

various Agency comporsnts. Paragraph 9b(16), Agancy Reguletion| |

Revised 24 Februsry 1959, .mssigns responsibility far the ofificial Agsncy
‘Mail and Courier Bervice to the Director of Logistigs, To supervise and
perform this function he has been authorired a total str*ng*h of 60 staff.
exployees, 4l of whom are cleared couriers and courier supervisors. In

eddition, special written authority permits OCI and PIC each to maimtain - -

four -G8-T couriers with special clearances for special handling and
transmission of SI material and critical intelligence information on a
twenty~four hour basis. ¥nauthorlzed by regulation or spuclal aut.n,'iry,
but Jusatifioed op the busls of pecesslty bty the using component, arv 57°
additiornal cowrlers whe oparat< irdopsnd:atly of the of Ticial couriwr systom
3L of taeso are asslgntd to DB/P and fur'the aost part p rfﬂrm interm :

nffice mywsenger sorvio. Otetribation of cmiriors 8 Showr below:
DCl's Offiso L_Positiors
Courior, G89-7 * 2
“Courier, G8-5 * 2

D/I Arza . 18 Positiors
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\:i; ’ . : ) . -
¢ " DD/S Arce 5€ Positiors

m_ cment, Sz,aﬂ' ‘ S
g er, 08-5.- *p

Oﬁ"im of Personnel ) A

Oﬁ‘im orﬁ?raining .
: ier: GS'S '_ . '*1

Offiom of Becurity 7
{er, GS-5 . ® 6

Office of Iogisties
(Meil and Couricr fransh)

COUJ”.T_@T Sup’-m;qr_)r. {;S_T . ¥ 3
C’ouriar, 48-6 ¥ 10
Courier, GS-5 %4 20
Courier, G8-4 ‘ 5t
Courier, GS8-4 (Washington Dupat) Xz

* .Unaﬁthoriwd by Regulstiors
¥*  Authorized by Rogulari-ne

e, The umder of individuals used on an "ad hoc" basis to sped
the delivory of classificd matoriais by the. "hand-garry" method canxot be
determinad but 1s known to be eoxtohsive, Thpre appears Lo be no prastical
way to eliminate or control this procedurs. Socurity of docimmts in such
cases depends upon thé int egrity of the 1nd.1v:!,dua.1 concarnsd and the
responsibility for compromiec or loss (if reported) rests vith the poerson
or persons concorned. The msjor defect in the "hand-carvy" method is itas
circamvention of the reglistry system of documnnt .control. As a result,
endless hours of szarch through roeglsters and ofricaa occur when docummnts
are. mporteﬂ .Lost or misplaced,

-~ 'd. Paragraph 11.b,(4), Agemcy Resgulati"n
"I’bbruary 1959, states that the Director cf 8 ,
conduet internsl counterintelligence programs to
‘hostile penetrations of the Agency. msta.hliahmeuf t
'Paragm;ph b.(5) goes on to state that the Dlrector of Becurity ie to,
"establish safeguards necessary to prevent physical penctraticn of the '
_Agency establishmints by unsuthorized inddy dlmi.& .,;,;,,H Were
. regulations 18 specific mention made of odf
‘Bystem, nor, mqwlma the Dlmctor of S -i: ;
. a‘btenc.{cn. : R :

R

hrough 1t employees .

Lo , tice o 4
an up-to-—da,te compmto 1ist of :Lndivldnul who Bm ! Agancy ccuriurg;
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.@éxcop*. thoar mesigued o the officlal Mall and Coarlex Branch, Offics

#of Logistics. Therm s ro focal point within the OXficc of Becurily to
\t,o_mufmtl,f desl with anl astually supervise all sscurity facters concernad
with Agéncy courlers or courier operations. Buch a focal point is

peoded. Couriers arc a wgll known channel of penatration irto any in-
telligence servicn. Although this 1s 8o, there 1s no i{ndication that the'
Agoncy Courigr System has boen penetraled nor have the actioms of individu- -
al couriers cstablished any naticeable ovidenes of participatian in sube" ¢
. versive activities. o

f. To keop ths Agency Courier Bystem a daubly protac:fbed snd
pecure instrument requircs constant vigilance. BSuch vigllance does not
exist throughout the Age-ty today, and to guard agalnst damaging ‘anidemt.a :
which might occur in tae fiturs; 1t 1s rocommendad that:

(1) The DD/ imtrlm* the Diructer of Sscurlty to ustabllah
a focal poirt within his office with whom the Cf¥ice of . loglatics and
others can coordinste or all mettors relating to the individual security
of couriers and ‘thﬂ Courisr System itezlf,

(2) That th. DD/8 issus a dirscrtive to &ll units of the
Agency cmploying indieidsal courlers not essigned to the Mall and Courier
Pranch, Office of Logistlcs, 12 prmr'd the Orfics of Beourity their
names togother with a likt of offices {outeide ClaA) visited; the couriar
schedule and routes; type of traneport usad, pracagtions employd to
prote~t ciassified mall {x trunsit; typis of cloarances 1ssucd vo 1ts
souriers and to submit all sabscguent charges In courior status as they
oOZoUr.

_ (3) That the facal point in the Office of Security be

- designatad tha offlice of record for maintalning ex up-to-date roster of
all Agency -couriers and inventory of courier cquipmant and transporta-
tion; that a parmanexnt staffing slot bo provided in this office for a
full tim: cowrior Imspector in grada G8-11 or above to spot check the
activities of all Agwncy couriers and thelr full complianee with pre-
scribed semurity practiocoa.”

‘ ~ (4).- T™at the Office of logletics in coordination with the L
office of Security review the data furnished in ‘recommendation. (2) a’bom o
to eliminate mer practicable dupl‘ea‘hion ot‘ ccm*ier services 5 !

courier mmf_,f_vand courler vehicles. . , RN S0 E
: AR T 2 %
~ .(5) That the Office of logiatic:s and the Office o:r: Samn-u.y
1nveat1 ate the rmibility' and ctice ty of rtdnoing the mmbem of .
' delivery f,,_irrt’h'in the Pentagon fm - "-130) by 'hha ‘esbeb-
lishment of & special cemtor at the Pm%agon to be nanned by Agency staff
‘amployeas dad with proper clearm: %s , whose ‘dutles will includa

1ntnrnal d.eliimx:ias and couec'bions +o " hess’ veripus, offioes. E

,é

Vi _(6) Thea Dix\tctor uf S&m uy extecnd‘ i
interrogation program to all Agang:x q wariersy that ha be ixm’t-mcbed to s

S .
" + i
v
wgh .
Fe
ciu et
s
-

%
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n_-ltiatﬂ & positive o program dﬁsigned to minimize the 3 r ‘to xationﬁ_l
Security and personal embarrassment to the DCI should an- individnal bresuch :
of aem.rit;( QeCuT .

(7) Tuat the Director of Persomnel’ eatablim!a_&afing.
Job classification snd requirsment for Agency courders and reclass;
those engaged in purely internal msdl distributim to i:he ;p«:)siti.t;bn’i o
msaangar. o &

: (8) Y furiner recommend that a copy or thin report; be ﬁrﬂiahed‘
the DD/8 for his information and guidance and that' you Bi@ a.nd. dispa.f;eh
atta.ched memorandum for 1nfnrmbiqn to the DAT. -, !

At.tachments

él) OCL Courler Sys-um

2) PIC Courier Asvitics

{3) Proposed Momorar dar Yo DO
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